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Background: Transfer Attack
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Different AE generation methods can be applied

White-box surrogate model

Adversarial transferability: the ability of an adversarial example to generalize across different models.

Remark: Most work focus on optimizing the adversarial examples, we
investigate what kind of surrogates are more suitable for transfer attacks.
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Let’s start from an interesting observation
Adversarial training with small perturbation leads to better surrogates

Transfer attack using adversarial training surrogates
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(a) CIFAR-10 (b) ImageNette

Question: Why does “little robustness” exhibit this benefit whereas
“much robustness” does not?

1.0

0.5

0.0

1.0

0.5

0.0

16

Xception
2 4
2 4



Intuitions and deciding factors behind adversarial transferability

Two factors that are believed to be essential to adversarial transferability

Flat Maximum Sharp Maximum

A )

Loss

Target Surrogate
' Loss Function Loss Function

Features

Flat optima is more stable, more likely to transfer to
target model.

Model smoothness: how smoothness the input loss
landscape in the model.

OFD = IE‘:“(ar:,y)fvl? [U(Viﬁ}'(fﬁa Y))]

Second-order derivatives

Lp -norm ball

Gradient direction between surrogate and target
models is more similar, more likely to transfer.

Gradient similarity: how smoothness the minimum

found in the model.
Volr(z,y) - Vilg(z,y)
S(€F7£g7x7y) —
|Velz(z,y)ll5 - |Valo(z, y) |,

E(w,y)wD [S(Z]:a Kga Ly y)]




Model Smoothness

The trade-off between smoothness and similarity in
adversarial training
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(a) ResNet18 on CIFAR-10 (b) ResNet50 on ImageNette (a) CIFAR-10 (b) ImageNette
Model smoothness in adversarial training Gradient similarity in adversarial training
The bigger the adversarial budget, the smoother The bigger the adversarial budget, the more
the model. dissimilar between the gradient directions.
Conjectures:

* The quick improvement in transferability for small € occurs could be the cause of the rapid
gains in smoothness and small decays in gradient similarity.

* The degradation in transferability for large € occurs may because the smoothness gains
have approached the limit while gradient similarity continues to decrease.



Why adversarial training benefits smoothness?

This can be intuitively explained and theoretically proved

max £(f(xz; +90),y;) = €(f(x:),y:) H[max £(f(z; + 9),y:) — £(f(x:),v:)]

16]],<e 16]],<e
non-smoothness

Applying Taylor expansion, If x is a local minimum, then
1

Hxﬁ'?;cef(f(xi + 5),2%:) — f(f(ib‘z'),yz‘) — Eg(vie(f(xi)ayi)) . ||5||§ + O(H&B)

Thus, it also provably suppresses the second-order derivatives.



But why adversarial training degrade similarity?

This cannot be well-explained theoretically

We make an intuitive hypothesis:

Data distribution shift impairs gradient similarity”.
A long-held belief in the literature:

“Clean data lies in a low-dimensional manifold. Even though the adversarial
examples are close to the clean data, they lie off the underlying data manifold.”

We believe the off-manifold adversarial samples in the training data cause the
gradient dissimilarity.

"Note that there is a premise that target model does not change the data distribution



Verifying the distribution shift hypothesis

Experimental evaluations on 4 data augmentations
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Similarity between augmented models and target models



Data augmentation generally yields worse surrogates

fuo 2333:  The smoothness in data augmentation does not exhibit
a uniform tendency.

20 o e e ™0 oo * However, the transfer attack success rate are uniformly

(a) MU (b) CM .
worse than the baseline.
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Trade-off under data augmentations is quite complex, and

150- 50- . R
do e e e s e e s N0 SiNgle augmentation can produce good surrogates
(c) CO (d) LS
Smoothness in data augmentations
CIFAR-10
4/255 8/255 16/255
ResNet50 VGG16 InceptionV3 DenseNetl121 | ResNet50 VGG16 InceptionV3 DenseNetl121 | ResNet50 VGG16 InceptionV3 DenseNet121
ST 41-2:i:5.6 30.1:|:3,5 41.7:{:5.3 58.617.1 62.9:|:7_g 54-5:i:6.5 64.8j:6.0 80~5:|:6.8 83.2:{:5.2 81.0;{:5.5 84.2;}:3.8 91.0:|:3_3

MU 7=1[279451 209425 29.044.8 402470 48516.9 40.613 7 514459 653475 73.116.4 713445 76.544.7 852451
MU, =3 20-4:1:0.6 16.4:]:0,5 23.3:|:1.2 27.811.6 37.7:|:0.g 31.2i1.1 42.0;|:1.4 51.1i1.3 68.011.9 64.7:|:1.7 72.9;]:1.2 80.4:|:1.2
MU, =5 18.8:]:0'3 15.7:}:0,3 20.8:t1_0 245:&0.8 33.8i1,7 28.6:}:0_9 37.5:t1.0 44-9:t1.6 64.1:&1,5 60.5:|:1.9 68.3;1:0.4 76.4:t1,5
CM, T=1 22.4:|:0,9 16.7:|:1.3 21.8:|:0.6 30.3:&1_3 39-6:&1,7 32.42:&.5 39.0:|:1.0 53-4:&2,5 64.5;&2,0 62.4:|:3_2 64.9:|:1.7 77.8:|:3,2
CM, T =3 |14341.2 11.540.4 142411 172420 25.843.0 202418 2514256 32144.4 4894 4.1 47140 7 498413 0 60.6 146
CM, T=25 12.3:]:0.5 10.4;|:0.2 12.0:|:1.1 13.7:!:1.2 21.9:|:1_3 17-5:|:0.6 21.3:|:0,9 26.5:|:1_8 44'4:|:1.6 41~5:|:1.6 44.3;]:1.9 53-4:|:1.8
CO,7=1|407+70 3lli7o 39.845.9 559481 624169 553481 63.116.2 782459 8254156 79.9+6.3 82.845.3 89.943.7
CO, T=3 346452 249428 33.74+5.1 47.14+8.0 55545.8 46.044.7 55.8+6.7 70.7+8.0 79.6+5.4 744451 7924156 86.815.0
CO, T = 5 30.8:|:2.5 22.3:|:2.0 31.0:|:3.3 42-1:t6.7 49.5;&5,0 41-3:|:4.8 51~3:|:5.8 63.9:|:7.8 73-2:|:5.6 69.3:|:6_3 74.5:|:5.4 81.7:|:7.0
LS, =1 355448 282457 355433 4845 7 543494 497+110.7 56.0+6.4 694154 76.147 5 769483 78.3+6.0 859451
LS, =3 |342475 2734146 339456 44142 8 55.0£13.6 50.0+10.0 5594110 682159 76.8412.1 76.6110.0 78.3419.3 85.545.3
LS, 7=5 313135 2664135 30.243.1 412429 Sl.lig.2 48.6 5.0 512469 65.617.0 722477 T4548.2 73.5+6.2 833454

Transfer attack success rate under data augmented surrogates



How to stably find better surrogates?

Resorting to smoothness-promoting methods that does not change data distribution

The rationale is:

* In the real scenario, similarity is a pair-wise metric referring target model, which we
cannot access.

* We do not know what kind of approach will benefit similarity.

 We do know what will degrade similarity.
* Smoothness is a standalone concept, which can be independently regulated and

measured.

Thus, we believe we can stably increase the transferability by promoting the
smoothness of surrogate alone while do not change the data distribution shift.




Promoting smoothness through input gradient regularizations
 The most direct way to promote smoothness is to minimize the loss surface curvature, o(V34(z))

 However, computing the second-order derivative is extremely expensive, let alone optimizing it.

Solution: Approximating the first-order derivatives through first-order derivative.

o(Val(z)) < | Val(@)llr = [[Vol(f(2)) Vol(f(2)lIF < [[VoL(f(2))]

Input gradient regularization (/R): Input Jacobian regularization (JR):
[l ;s
Li, = )+ Air | V2 2(F ()], Ljr = o ) e(fo(@s) + el Vo fo (i)l ]
”S” Z IV &£ ()l S] £

Proposition 1. Let a neural network parameterized by 0,
and fy represents its logit network. Given a sample (x,v),
if ||Vzfo(x) Vl(fo(x),y)|| = 0, where £ denotes

the cross-entropy loss function.




Promoting smoothness through weight gradient regularizations

* Researches have proved that the gradient regularizing pressure on the weight space ||V fo(z)||r
can transfer to the input space ||V, fo(z) || F-

Theorem A.1 (Transfer Theorem). Consider a network fo : R® — R* with | layers parameterized
by 0 = (wy, b1, ...,w,b;), then we have the following inequality

Vo fo ()%
z,0)+ -+ T (z,0)’

IVefo(@)le < 72 (43)

* Thus, we also consider two weight space gradient regularizations as follows:
Explicit gradient regularization (ER): Sharpness-aware minimization (SAM"):

Aer VoL (6) )
2 Vo L(60)[|"

Ler(0) = L(6) + —-[IVoL(0)||* VoLsam(0) ~ VoL(0 + p

“Recent researches establish SAM as a special kind of gradient normalization.



Gradient regularizations yield better surrogates
These results indicate:
* All gradient regularizations generally improve the
smoothness and transferability.
e o v e o [R JRyield better smoothness than ER, SAM.
@ IR o IF e Surprisingly, in terms of transferability, SAM is
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generally better than IR and JR in CIFAR-10, and worse
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(c) ER (d) SAM ’ y y g y y
CIFAR-10
4/255 8/255 16/255
ResNet50 VGG16 InceptionV3 DenseNetl121 | ResNet50 VGGI16 InceptionV3 DenseNet121 | ResNet50 VGG16 InceptionV3 DenseNetl121
ST 41245 6 30.14+3.5 41.7+5 3 58.6+7.1 6294179 545465 64.8+6.0 80.5+6.8 83.245.2 81.045.5 84243 8 91.043.3
IR 519414 453411 48.040.6 54441 4 8594134 824139 83.843.3 87413 2 92445 1 922453 91.842.1 92.042.0
JR 63.54+8.7 53.147.1 6245 7 751445 78.9+6.8 73.7+6.1 795441 88.7+2.6 87.6414.3 872439 88.142.4 921451
ER 550455 429456 46247 4 552413.8 | 823455 741479 76.1+8.8 8l.1+12.2 | 90.644.0 893446 88.944.0 89.844.4
SAM 66.113.6 5344538 66.0+35.8 81.116.9 884414 7 834445 88.7+4.8 94142 4 9434130 94.0+3.0 942429 94815 4
ImageNette
4/255 8/255 16/255
VGG16 DenseNetl21 MobileNetV2 Xception VGG16 DenseNetl21 MobileNetV2 Xception VGG16 DenseNetl21 MobileNetV2 Xception
P P P
ST 10.1:|:0.7 16.0:|:1,0 7-1:|:O.5 6.7:|;0,1 27.4:|:3.0 41-0:|:2.8 17.7:|:0.7 16.9:|;1.1 61.5:|:6,5 83.3i4.9 51.5;];2,7 44.8:|:4.6
IR 19146.1 29946.3 16.7+5.1 16.744.7 |[60.7414.7 82.749.5 64.1116.7 5594135 | 9124756 96.210.8 92.0+5.6 90.316.5
JR 23442 2 373423 20.0+1.8 191411 673135 88.24+0.5 66.61+1.8 57.7+3.5 93.14+1.5 97.440.4 93.540.3 919411
ER 12142 7 19.64 5.4 754+0.5 81415 325493 51.949.5 221445 21.545.5 65.7117.9 892452 55.048.4 50.1411.0
SAM 22.642.6 30.140.5 12.7+0.5 11.540.1 555419 725431 39.443.4 3484130 89.841.0 97.1+0.7 86.11L10.3 82.0L13.8




An overall examination on all the training mechanisms

sim  o1es o 00w om ooe oon ) EXamine the gradient similarity between all the

ST+ (+0004) (+0006) (10004) (+0006) (+0004) (+0004) (£0.002) (£0.000) (+0.001) (=

training mechanisms:
SAM N | RO IR O (0.004). (+0.010) (+0.004) FESNEN (+0.002) (0. . . . . ]
e SAM improves gradient similarity towards

ER - 0.192 0 2 0.221 0.203 0.191 0.124 0.039 0.172 0.022 0.027
(£0.033) (=l 6) | (£0.040) (%£0.017) (+£0.007) (+0.002) (+0.012) (%0.030) (+0.004) (+0.009)

every training solution, (compared to ST).
JR-(fd.lg&)(fé?olgz) NI (0001 | (£0.004) (<0.001) (+0.001) ° |nput regularizations (IR’ _IR) and adversa rial
MCN o RN P training (AT) align with each other very well.

AT - 0.117 0.159 0.134 - - : 0.027 0.102 0.016 0.018
(£0.005) (£0.002) (+0.003)§ HE0RoJo:)NNELVR[[HNNE-N (+£0.000) (£0.002) (%0.002) (+0.001)

Observations on model smoothness:
MU - (5%003) (+0.003) (+0.002) (£0.008) (20002) (+0.001) N (.5 053) (+0.003) (£0.001) ° IR’ JR y|e|d better model Smoothness

0.182 0
€O~ (£0.008) (=

B 0.208 0.156 0.140 0.091 0.042 0.197 0.024 0.035
2) | (£0.006) (+0.006) (*0.006) (+0.004) (+0.005) |(£0.008) (+0.002) (+0.002)

LS 0.024 0.041 0.029 0.025 0.020 0.016 0.025 0.027 0.048 0.025 O bS e rvat i 0 n S O n t ra n Sfe ra b i I ity :

” (£0.003) (%0.002) (%0.004) (+0.002) (+0.002) (%0.001) (%0.002) (+0.003) (+0.002) (*0.003)
 SAM perform better than /IR and JR in
CIFAR-10, and worse in ImageNette.

CM - 0.031 0.044 0.035 0.028 0.020 0.016 0.031 0.036 0.024 0.100
(£0.002) (x0.002) (%0.003) (*0.001) (%x0.001) (%0.000) (x0.003) (%0.001) (*0.002) (%0.001)

ST SAM ER JR IR AT MU co LS (@]

SAM and input regularizations (JR, IR) are highly complementary!



Boosting adversarial transferability with SAM&IR and SAM&JR

Transfer attack against target models trained without distribution shift:

Untargeted

4/255 8/255 16/255

VGG16 DenseNetl21 MobileNetV2 Xception| VGG16 DenseNetl21 MobileNetV2 Xception | VGG16 DenseNetl21 MobileNetV2 Xception

ST 112410 175411 7.640.4 87+0.5 | 28.7+1.1 42735 18.340.7 18541.3 | 61.744.7 814446 493412 7 441451

AT 14.7:}:2_1 20.5i1,5 15.3:*:1_3 15.7:{:0,9 52-1d:6.3 68.7:t2'9 59.3j:7.1 52.3;|:5.1 96.5:{:1.5 98.8:};0.4 97.5:{:0,5 95.7:|:0.9

IR 21.046.6 31.746.9 18545.1 19544.3|62.54+14.3 85.649.0 6524164 584+14.0|947+6.0 99.540.3 9574+5.3 94.645.0

JR 263421 37340.7 217413 20.5471.3|/6854+121 87.040.2 676436 560456 |95041.4 995401 9474+1.1 89.843.0

ER 132428 20941.7 89115 96110 (333199 Sllis7 20.7+3.7 20.5+3.3 [67.5£15.9 89.3416.7 54.549.1 50.14g.7

SAM  |22811.4 297415 128408 128100587107 728100 423411 347117 |914100 970103 810118 753417

SAM&IR (269455 398148 243447 232440(72.5410.0 92.642.8 7854195 6894+10.3(98.1421 99.840.2 98.7+1.5 977423

SAM&JR 32.7:|:4_3 46.3:|:3.7 28.1:}:4_5 24.9:|:4_1 76.6:|:5.6 93.6:|:1.2 73.117_7 65.9:1:7_7 96.7:§:7.3 99.8:|;0.2 96.6;0:1,6 93.9:1:4.1

Transfer attack against target models trained Transfer attack against 3 MLaaS commercial
with distribution shift: platforms:

Untargeted Targeted
Model AWS Baidu Aliyun AWS Baidu Aliyun
AT, e = 0.01|AT, e =0.05| CM Cco LS MU o |3 8|5 Jle| . 6|8 &) 8 16 8 16
T U T U T U T U T U T U ST 4 13.4|30.0 53.8]18.6 52.2[23.0 23.8[11.6 16.6/2.6 6.4
MU 8.6 10.8(20.4 39.6(12.4 33.8(/204 23.8| 9.6 15.0(14 2.8
ST 20.18 51.33 | 4.83 22.49 {42.42 79.49(38.80 76.33|34.62 72.34|37.46 69.25 M 80 1081194 350(12.4 2921222 230(100 112/12 30
* 43.01 76.96 [35.54 69.56 [14.20 54.57|32.91 79.11|11.90 46.66|15.81 54.43 Cco 96 13.0/272 48.4|18.6 51.8/23.2 26.4|14.0 16.8/2.0 6.8
IR 60.08 91.23 |31.84 73.98 |159.80 91.82(60.78 92.14|63.20 93.52(60.79 90.06 LS 9.6 12.0(23.4 43.0[12.2 33.6(22.2 23.0|12.6 144|14 2.0
JR 57.24 83.54 (14.57 41.77 |73.44 92.47|74.77 93.03(72.27 92.30|68.34 86.90 ﬁ;’ € fé gg %‘6‘8 gg% ggj ?gg 2(2)8 %‘2‘3 g;g %‘1‘3 %;(6) ?g 15368
ER 32.61 77.14 | 9.55 40.41 (41.94 86.92(43.04 87.39(44.51 87.77|42.12 82.66 ,IER_ 16.4 23:6 45:8 60:0 48:8 8620 25:0 34:4 17:2 26:4 8:0 15'.4
SAM |40.35 79.31 | 8.41 35.05|75.34 96.59(67.72 94.84|62.68 93.57|65.37 90.43 JR 9.8 22.6146.4 60.6|482 79.6|26.8 32.0/172 25.0|7.8 124
SAM&IR |71.88 94.01 (48.38 80.88 [70.81 93.75(73.05 94.31{74.02 95.47|70.81 92.68 ER 9.8 13.4(28.2 56.2(24.0 56.6(23.8 26.4|14.2 20.0{3.2 8.0
SAM&JR|58.81 89.23 |15.11 47.11 |83.56 97.57(80.19 97.02|77.95 96.92|75.06 94.49 SAM 102 164372 59.2/36.2 68.2|1234 30.0|13.8 19.2/4.6 9.8
SAM&IR |11.0 28.4(54.2 63.8(55.8 93.4(29.2 36.2|16.8 28.0/9.8 18.0
SAM&JR |11.4 16.2|45.8 61.2|48.0 79.0(25.4 33.2|18.8 21.8(82 11.8

In all these scenarios, the best surrogate is either SAM&IR or SAM&JR.



A good surrogate is better than good AE generation methods

MI, DIM are two most representative transferable AE generation methods.

The results show that:

e SAM + Ml > SAM, SAM + DMI > SAM; SAM&JR + M| > SAM&JR, SAM&JR + DMI > SAM&JR.
Good surrogates perform better with better generation methods.

 SAM, SAM&IJR > ST+Ml, ST+DIM.
Bad surrogates with better generation methods still underperform good surrogates .

Untargeted Targeted
4/255 8/255 4/255 8/255
Res-50 VGGI16 1Inc-V3 Dense-121|Res-50 VGG16 1Inc-V3  Dense-121|Res-50 VGG16 1Inc-V3  Dense-121|Res-50 VGG16 Inc-V3  Dense-121
ST 55042.443342.1549425 71.741.2 (796426 713432802438 93.141.3(19.041.2 132410211415 36411 8(41.114.734313 74584142 708146

SAM ~ |7684147 6504535749106 87411 2 (97.541.294342297.0402 995401 [37.116.4 27.215.0 38.512.0 55.843.7 |77.219.2 6831584 784127 934100
SAM&JR (812107 70.210.7 7941 0.6 91.310.1 |98.710.5 96.610 1 983100 998100 |43.612 1329112453101 645100 854114772102 868:10 972403

ST+MI 58-412.6 45.0j;2.9 58.7:|:4,0 76.731:2.3 82.9;&3.1 75.6:}:4.1 83.53133.6 94.6:}:1,2 22.4j:1_8 15.4:{:1_9 25.6;&2,8 46.0:}:3,9 44.8j:4.1 40.2;t5.9 50.4;&(5,3 76.1:t4‘5
SAM+MI 82.3i3_9 69.6:{:5_3 80-5:|:0.1 91.7:*:1_5 98.1i0.9 95.5j:1.9 97.8:}:0_1 99-7;};0_1 46.7:}:7_0 33.2:{:5.7 49.0:|:1_1 69.6j:3_8 84.0:}:6_9 76-9:i:5.8 84.8:t1.2 96.4:*:0.9
SAM&JR+MI (85.0 0.4 73.840.5 83.310.5 93.610.1 |98.910.2 972102987101 998101 |52.412038411.554011.7 74510 4 (|89.61+1.6 8294115 90.612 1 983103
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A good surrogate is even better than an ensemble of diverse surrogates
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Transfer ASRs under different surrogates w/wo LGV and superior fine-tuning mechanisms.

Untargeted Targeted
4/255 8/255 4/255 8/255
Res-50 VGG16 Inc-V3 Dense-121| Res-50 VGG16 Inc-V3 Dense-121| Res-50 VGG16 Inc-V3 Dense-121| Res-50 VGG16 Inc-V3 Dense-121
ST 55.042.443342.15494155 71.741.2(79.642.6 71.343.280.243.8 93.141.3(19.041 213247 021.141.5 364418 |41.144.7 343137 458142 7084146
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SAM+LGVgsgp 70.8+6.1 57.246.5 69.240.7 84.240.7193.143.9 87.645.393.241.4 98.640.3 [26.74+1.9 187+0.1 31.542.2 513426 [63.64+14.1 53.64+11.8 664154 87.642.2
SAM+LGV gy 81.544.069.5+4.879.841.3 91.641.3(98.94+0.796.941.398.710.1 999+0.0 [42.117.3305455443L16 6344+1.0(862+6.7 78446.6 87.941.1 97.540.4
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SAM&IR+LGVsap (738418611416 73.141.8 883105 [958+1.1 90941.095641.1 994.40.1 [356+3.0 25142 4390407 602417 (705450 611450 745457 93.641. 5
SAM&JR+LGVSAM 82.5i0.7 71.2:t1,o 81.0;|:0.4 93.010,2 99.1j:0,1 97.410'2 98.9;};0,1 99.9:|:0.1 44.0:]:1.5 32.2:1:1,1 46.8j:1.4 67.6i0.8 87.6:};1.2 80.2;&1,7 89.7j:1.2 98.410.1
SAM&JR+LGV s4p18.7r183.840.8 72.94+1.2 82.510.9 93.740.1 (99.340.1 97.84+0.399.310.1 999+:0.0(469+1 4348112495110 70.010.5[90.0L090 832107 91.810.7 98.810.1




An extensive examination of conclusions in the literature

TABLE 1: The overview of our interactions with literature in the field.

Existing conclusions and viewpoints Our observations and inferences Relation
Stronger regularized (smoother) models provide better (1) AT with large budget yields smoother models that degrade Partly
surrogates on average [9]. transferability. In Sec. 2.1. (2) Stronger regularizations cannot conflicting
always outperform less smooth solutions like SAM. In Sec. 4.3.
AT and data augmentation do not show strong correlations (1) AT with small budget benefits transfer attack while large bud- Conflicting
to transfer attacks in the “real-world ” environment [40].  get hinders it. (2) Data augmentation generally impairs transfer
attacks, especially for stronger augmentations. In Sec. 6, Q6.
Surrogate models with better generalization behavior Data augmentations that yield surrogates with the best general- Conflicting
could result in more transferable AEs [60]. ization perform the worst in transfer attacks. In Sec. 6, Q4.
Attacking multiple surrogates from a sufficiently large Attacking multiple surrogates from arbitrary LGV of a single Partly
geometry vicinity (LGV) benefits transferability [22]. superior surrogate may degrade transferability. In Sec. 5.2. conflicting
Regularizing pressure transfers from the weight space to This transfer effect exists, yet is marginal and unstable. In Partly
the input space. [11]. Sec. 4.2. conflicting
The poor transferability of ViT is because existing attacks The transferability of ViT may have been restrained by its default Parallel
are not strong enough to fully exploit its potential [44].  training paradigm. In Sec. 6, QS
Model complexity (the number of local optima in loss A smoother model is expected to have less and wider local Causal
surface) correlates with transferability [©]. optima in a finite space. In Sec. 6, Q3
AEs lie off the underlying manifold of clean data [20]. = Adversarial training causes data distribution shift induced by off- Dependent
manifold AEs, thus impairing gradient similarity.
(1) Attacking an ensemble of surrogates in the distribution = SAM yields general input gradient alignment towards every Matching

found by Bayes learning improves the transferability [32].
(2) SAM can be seen as a relaxation of Bayes [42].

training solution. Attacking SAM solution significantly improves
transferability. In Sec. 6, Q7.




Summary

We investigate the complex trade-off between model smoothness and gradient
similarity under various training mechanismes.

We propose a general method for boosting adversarial transferability via training
superior surrogates.

We present a series of conclusions regarding adversarial transferability.



