
IBD-PSC: Input-level Backdoor Detection via Parameter-oriented Scaling Consistency

Introduction

ØWe proposes a simple yet effective input-
level backdoor detection (dubbed IBD-
PSC) as a ‘firewall’ to filter out 
malicious testing images.

Motivation

ØThe most advanced IBD method, SCALE-
UP, encounters intrinsic limitations (as 
shown in Fig. 1(a)) due to the restriction 
of pixel values (i.e., bounded in [0, 255]).

ØThe predictions are from the co-effects of 
pixel and parameter values, as shown in 
Fig. 1(b).

ØParameter values are not bounded.
Shall the model's parameters expose 
backdoors with more grace than the 
humble pixel's tale?

Main Contributions

ØWe provide theoretical insights to elucidate the PSC phenomenon.

Parameter-oriented Scaling Consistency  

Proposed Method

ØThe Overview of IBD-PSC

ØIBD-PSC Consists of Two Steps:
1. Model Amplification

a) Amplifiedm Model Parameters:

b) Layer Selection:
 

ØWe disclose the parameter-oriented scaling 
consistency (PSC) phenomenon, where the 
prediction confidences of poisoned samples 
are more consistent than benign ones when 
scaling up BN parameters.

ØWe design a simple yet effective method (i.e., IBD-PSC) to filter 
out poisoned testing images based on our findings.

ØExtensive experiments on benchmark datasets, verifying the 
effectiveness of our method against 13 representative attacks 
and its resistance to potential adaptive attacks.

1. The average prediction confidence of the benign samples  
decreases during the parameter-amplified process.

2. The average prediction confidence of the poisoned samples 
remains nearly unchanged.

  2. Input Detection

f PSC > T , it is
marked as a poisoned image

If PSC(x) > T , x is marked as a poisoned image

Experiments
Main defense results

Detection Time Comparison

Robustness to the Poisoning Rates

Performance on the target benign samples

Robustness against Adaptive Attacks Futher Understanding 

Stability of the Scaling factor
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