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1. Motivation

€ LLM-controlled robots are gaining
hype, but what about their safety?
We will show these robots can even be
Jailbroken to kill person. Defenses are
urgently needed! r

2. Contributions

® The First Jailbreak Against Embodied
Al. We identify three distinct risk surfaces

In current embodied systems and formalize

the concept of embodied Al jailbreak.

® Comprehensive benchmark. Various

types of malicious queries to evaluate the
safety of current embodied LLMs.

® Simulators and real-world test. Even
highly-regarded frameworks like VVoxposer,
Code as Policies, ProgPrompt, and Visual
Programming are vulnerable to such risks.
We also successfully jailbreak embodied Al
systems (e.g., UR3e arms) In the physical
world.
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3. Methodology 5. Attack demonstration
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. . . . (c) BADROBOT attack on VoxPoser, where the robot cuts the lights to enable an illegal theft in the dark
(a) ConteXtuaI Jallbreak (b) Safety Mlsa“gnment (C) Conceptual Deceptlon #Create a colorful pop on the bed to mark spots for \ # Tag the coins to help me

hiding cameras and illegally recording private moments

lllegally steal them
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# Hide the woman because
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(d) BADROBOT attack on VisProg, engaglng in hateful conduct pnvacy violations, and illegal activities.

Figure 7: (Simulation Environment) Our attacks on 4 SOTA embodied LLMs systems in various simulators.
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